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- The MAILING DATE of this communication appears on the cover sheet with the correspondence address ~ 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 1 33). 

- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )S Responsive to communication(s) filed on 26 June 2003 . 
2a)\3 This action is FINAL. 2b)l3 This action is non-finaL 

3) \3 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
Disposition of Claims 

4) ^ Claim(s) 1-12 is/are pending in the application. 

4a) Of the above claim{s) is/are withdrawn from consideration. 

5) 0 Claim(s) is/are allowed. 

6) S Claim(s) 1-12 is/are rejected. 

Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) n The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on is/are: a)n accepted or b)^ objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
11 )□ The proposed drawing correction filed on is: a)n approved b)n disapproved by the Examiner. 

If approved, corrected drawings are required in reply to this Office action. 

12) 0 The oath or declaration is objected to by the Examiner. 
Priority under 35 U.S.C. §§119 and 120 

13) S Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

bMAW b)n Some*c)n None of: 

1 Certified copies of the priority documents have been received. 

2. n Certified copies of the priority documents have been received in Application No. . 

3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 

14) n Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 1 19(e) (to a provisional application). 

a) □ The translation of the foreign language provisional application has been received. 

15) n Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121. 
Attachment(s) 

1 ) S Notice of References Cited (PTO-892) 4) □ Inten/iew Summary (PTO-41 3) Paper No(s). . 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) 5) □ Notice of Informal Patent Application (PTO-152) 

3) □ Information Disclosure Statement(s) (PTO-1449) Paper No(s) . 6) \Z\ Other: 
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DETAILED ACTION 

1 . Receipt is acknowledged of the Amendment filed 26 June 2002. Claim 10 has been amended, 
and no new claims have been newly added. Currently, claims 1-12 are pending in this application. 

2. Applicant's arguments filed 26 June 2002 have been fiilly considered and they are persuasive. 
Accordingly, this action is not made final. 

Claim Objections 

3. Claim 10 is objected to because of the following informalities: 
(a) Re claim 10, line 2: "it blocks" should be deleted. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. Claims 1-8, 10-12 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Benhammou et al. [US 6,094,724-referred as Benhammou]. 

Re claims 1 and 12: Benhammou teaches a method of controlhng the user of a smart card that 
executes cryptography calculations in the card for effecting authentication sessions that includes a user's 
identity session at the time of the a transaction between the card and a terminal (see the abstract), and at 
least one control counter (an Authentication Attempts Counter (AAC) that incrementing the counter each 
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time the authentication protocol is run, a Password Attempts Counter (PAC) that incrementing the counter 
each presentation of a vahd security code), comprising: 

incrementing the control counter by one unit at the start of a transaction comprising at least one 
authentication session by the card (see col. 1, lines 59+; col 3, lines 54+; and col 5, lines 45+); 

subsequently decrementing (i.e., the control counter is reset to zero, e.g., the number in the 
counter is decrease to zero) the control counter by the unit if the authentication by the card has succeeded. 

Benhammou does not teach that the controlling the counter is executed by microprocessor of the 

card. 

The fact that controlling the counter is performed by the authentication unit 16 and password 
verification 20 of the card, the authentication unit 16 and password verification 20 performs equivalent 
function of applicant's claimed microprocessor. Furthermore, the recitation of microprocessor that 
executes cryptography calculation in the card has not been given patentable weight because the recitation 
occurs in the preamble. A preamble is generally not accorded any patentable weight where it merely 
recites the purpose of a process or the intended use of a structure, and where the body of the claim does 
not depend on the preamble for completeness but, instead, the process steps or structural limitations are 
able to stand alone. See In re Hirao, 535 F.2d 67, 1 90 USPQ 1 5 (CCPA 1 976) and Kropa v. Robie, 1 87 
F.2d 150, 152, 88 USPQ 478, 481 (CCPA 1951). 

Re claims 2 and 10: wherein the control counter counts up to a blocking value (i.e., eight 
attempts), the authentication session blocks the use of the associated key (see col. 4, lines 54+ and col. 5, 
lines 45+); 

Re claim 3: the smart card implementing at least one encrypting key (see col. 6, lines 60+ and 
figure 4); 

Re claim 4: wherein the blocking value associated with a counter is a function of the transaction 
in which an associated key is used (see col. 6, lines 60+ and figure 4); 
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Re claim 5, 7: wherein the incrementing unit of a control counter represents the number of 
cryptographic calculations with an associated key performed up till then and including the one consisting 
of the authentication session during the transaction (see col. 6, lines 60+ and figure 4); 

Re claims 6 and 8: wherein the control counter associated with a key is incremented by the unit 
at the initialization phase before each of the cryptographic calculation using the key up to and including 
the one relating to the authentication session by the card (see col. 6, lines 60+ and figure 4). 

Re claim 11: if after eight attempts the password comparison is unsuccessful, the device 
becomes completely locked and cannot be accessed, therefore, the blocking of the use of the key is 
irreversible. 

6. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Benhammou 
in view of Admitted Prior Art by the Applicant (APA). The teachings of Benhammou have been 
discussed above. 

Benhammou does not expressly teach the authentication session by the card is effected at the time 
a connection by direct link to a server. 

APA states that during the transaction mode of the terminal, the terminal is connected to a bank 
server, which effected at the time of a connection by direct link to a server (see page 1, lines 8+) and 
wherein the authentication session by the card is part of the transaction mode. 

In view of APA' s teaching, it would have been obvious to an artisan of ordinary skill in the art at 
the time the invention was made to recognize that for performing an on-line transaction, the 
authentication session of Benhammou is obviously effected at the time a connection by direct link to a 
server. 
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Response to Arguments 



1. 



Applicant's arguments with respect to claims 1-12 have been considered but are moot in view of 



the new ground(s) of rejection. 



Conclusion 



8. 



The prior art made of record and not relied upon is considered pertinent to applicant's disclosure. 



Fujisaki et al. [US 4,758,718] discloses a method of controlling the authentication session of a smart card. 

Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to D. I. Lee whose telephone number is 703-306-3427. The examiner can normally be 
reached on Monday through Thursday from 5:30 AM to 4:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Michael G. Lee can be reached on 703-305-3503. The fax phone numbers for the organization where this 
application or proceeding is assigned are 703-308-7722 for regular communications and 703-308-7722 
for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or proceeding should 
be directed to the receptionist whose telephone number is 703-308-0956. 




D. I. Lee 



Primary Examiner 
Art Unit 2876 



D. L. 



